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DETECT MONITORING SERVICE

Highlights:

Detects and deactivates
targeting your business

phishing attacks

“Flash Active Monitoring Script” for invisible
monitoring of protected sites

Powerful proprietary  methodology for
connections analysis allows early notification of
malicious activity

Over 800,000 unique phishing attacks found in
the last 12 months with 76% proactive detection

Proven track record in disabling fraudulent
websites with an average shutdown time of 3.6
hours

Customer Portal enables easy reporting of new
cases and fast access to comprehensive reports
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Phisher Phisher Phisher
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Original Site Copy Malicious Site

Detect Monitoring Service (DMS) provides
proactive protection against phishing attacks with
early detection and comprehensive take-down
services, all from an innovative cloud-based
portal.

DMS effectively handles the lifecycle of any
phishing attacks by integrating 7x24 real time
monitoring and connections analysis with in-
place incident response systems.

DMS Customer Portal allows the reporting of
new incidents to be investigated and provides

access to detailed case  history and
comprehensive reports.
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Early Notification

DMS utilizes a powerful proprietary methodology for
connections analysis, that identifies specific patterns and
behaviors that occur at the early stages of a phishing
attack. DMS can thus stop an attack even before it
becomes an active threat.

Real-Time Monitoring

Our “Active Monitoring Script” enables real-time
monitoring and connection analysis of the protected
sites.

Fast Phishing Site Shutdown

Fraudulent sites should be detected and shutdown
immediately to limit losses, reduce investigation time and
preserve brand reputation. DMS shuts down thousands
of phishing sites a year in an average of 3.6 hours.

Referrer Malicious Alert

This innovative feature enhances the early and accurate
detection of malicious web sites by comparing the
content of the protected sites with the suspicious pages,
using an heuristic algorithm.

Malware Monitoring

Easy Solutions monitors hundreds of samples of new
financially motivated malware on a daily basis which
enables us to proactively and quickly implement an action
plan when a malicious code is attacking your clients.

FFIEC Compliance

The FFIEC requires the use of solutions that report
suspicious and anomalous activity. DMS proactively
detects and shuts down malicious activity occurring in the
online banking environment.

Additional Pharming, MITM
and MITB Protection when
Combined with DSB

DMS works in conjunction with Detect Safe Browsing
(DSB) to provide an increased level of protection and
proactive detection of fraudulent web sites, all managed
from the same interface. DSB provides real-time
protection against browser resident malware and more
advanced phishing and pharming attacks.
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The DMS Customer Portal helps financial institutions stay aware of online attacks affecting them. The DMS Customer Portal is
automatically populated with incidents that are detected proactively. DMS users can also report new incidents to be
immediately investigated and deactivated. The DMS Customer Portal features a rich selection of reporting features as well.
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Live Heat Map

The Heat Map allows the visualization of
the host countries of phishing and
malware attacks against your protected

sites.
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